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The Defence and Climate Observatory, launched in December 2016, aims to study
climate-related security and defence issues.

Itis coordinated by IRIS as part of the contract carried out on behalf of the French
Ministry of Armed Forces's Directorate General for International Relations and
Strategy (DGRIS). The Observatory's multi-disciplinary team includes researchers
specialising in international relations, security, defence, migration, energy,
economics, climatology and health. It is directed by Mathilde Jourde and Frangois
Gemenne.

The Observatory has initiated numerous collaborations with European partners
(Netherlands, Luxembourg) and international partners (Australia, United States,
India), international NGOs and national and international public bodies. These
initiatives have strengthened cooperation on climate issues and their security
implications.

The Climate and Defence Observatory produces reports and notes, organises
restricted seminars and conferences open to the public, and hosts the podcast
‘On the climate front'.

www.defenseclimat.fr/en

The Ministry of Armed Forces regularly calls upon private research institutes for
outsourced studies, using a geographical or sectoral approach to complement
its external expertise. These contractual relationships are part of the
development of the defence foresight approach, which, as emphasized in the
White Paper on Defence and National Security, ‘must be able to draw on
independent, multidisciplinary and original strategic thinking, integrating
university research as well as specialized institutes’.

Many of these studies are made public and available on the Ministry of Armed
Forces website. In the case of a study published in part, the Directorate General
for International Relations and Strategy may be contacted for further
information.

DISCLAIMER: The Directorate General for International Relations and Strategy
or the organisation leading the study cannot be held responsible for the
statements made in the studies and observatories, nor do they reflect an
official position of the Ministry of Armed Forces.

©Defence and Climate Observatory / IRIS — All rights reserved
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The distinctive feature of information warfare lies in its adaptive nature: to effectively influence
public opinion, it adapts to social and political environments by aligning itself with issues that attract
heightened attention in the targeted societies (Chauvancy, 2025). Like many other issues, climate

change can therefore be included into the framework of information warfare.

Although the incorporation of climate issues into foreign information operations is a recent
development, climate information manipulation is a long-standing practice. However, contemporary
climate disinformation is distinguished by the diversity of the actors involved: in addition to fossil fuel
companies, we now see the involvement of Big Tech firms as well as state actors. From 2023 to 2025,
climate-related disinformation accounted for an average of 7.7% of all disinformation content

identified in the European Union (EU).

The manipulation of climate information encompasses a variety of practices, the nuances of which
depend on the degree of intent. The EU draws a distinction between ‘misinformation’—defined as ‘the
dissemination of false or misleading content transmitted without the intent to cause harm, even if its
effects may nevertheless be harmful’-and ‘disinformation’, defined as ‘false or misleading content
disseminated with the intent to deceive or for financial or political gain and likely to cause public harm’

(European Commission, 2020, p. 21).

Building on the work conducted by the Defence and Climate Observatory on the integration of climate
change into the dynamics of hybrid warfare, the aim of this paper is to analyse how foreign powers
exploit climate information, using a multifactorial approach. From this perspective, it proposes to
incorporate climate issues as a new target of information warfare. Thus, following a presentation of
the methodological framework for analysing the climate disinformation—information warfare nexus
(1), this paper provides an overview of the main state actors involved in climate disinformation
targeting Europe—notably Russia and the United States—as well as their interactions with non-state
actors (Il). The analysis then examines the security implications of climate disinformation (llIl). Based
on these conclusions, the report will finally propose three foresight scenarios, accompanied by

strategic recommendations for the French Ministry of Armed Forces and Veterans (IV).

I. Methodological framework: a multifactorial approach to analyse the climate
disinformation—information warfare nexus
To better understand the link between climate disinformation and foreign interference, the Defence

and Climate Observatory employs a methodology—including a review of key terms—to analyse the

strategic use of foreign—sourced climate information. Beyond this methodological framework, this
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report outlines the main themes related to climate issues that are exploited in the context of foreign

interference.

A. Terminology at the intersection of information and climate fields

This paper begins by drawing on concepts from the field of information warfare, such as ‘Foreign
Information Manipulations and Interference’ (FIMI). Developed by the European External Action
Service (EEAS), ‘FIMI’ refers to the hostile use of information and encompasses a range of behaviours
that threaten, or are likely to threaten, European values, procedures, and political processes. The
concept of interference is also used to refer to all actions carried out by a foreign state or actor to
influence domestic public opinion, most often through the dissemination of false information. In
addition, this paper draws on terminology from the fields of climate science and information and
communication sciences. A variety of concepts and practices thus exist to describe the various
strategies of climate obstruction aimed at slowing down or blocking climate policies. These narratives
have evolved over time: between the 1960s and 2010, disinformation campaigns focused primarily on
denying climate change and its human-caused origins. Since the mid-2010s, these strategies have
shifted toward questioning the actors and mechanisms employed to address climate challenges. By
examining both the climate and information domains, it is possible to study the nexus between climate
disinformation and information warfare, as well as to identify and analyse the strategies employed by

states that disseminate climate disinformation in foreign countries.

B. A methodology for collecting climate disinformation data based on the European

External Action Service (EEAS)’s FIMI matrix

Since 2023, the EEAS has been producing reports focused on FIMI actors, primarily Russia and China.
To this end, the EEAS has developed an analytical framework tailored to authoritarian regimes—
identified as strategic threats to Europe—that helps identify a state’s primary channels for spreading

disinformation.

The Defence and Climate Observatory has developed a methodology based on this matrix, adapting
it to analyse the nexus between climate disinformation and information warfare. First, this approach
includes in the analysis states not traditionally perceived as FIMI actors, such as the United States.

Second, it expands the matrix with documented and identified cases of climate disinformation.

To this end, the Observatory draws on a data collection of identified cases of climate disinformation
emanating from Russia and the United States. While not intended to be exhaustive, this data
nevertheless makes it possible to identify the major trends in Russian and American climate

disinformation targeting Europe.
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C. Review of the main climate disinformation narratives used by Russia and the United

States

The data collection highlights three main themes of climate disinformation, referred to as ‘objects’:
energy and climate policies, climate science, and extreme weather events. The ‘energy and climate
policies’ object concerns the exploitation of issues related to energy and climate policies and
regulations. The ‘climate science’ object tracks disinformation targeting climate science and climate
scientists. Finally, the ‘extreme weather events’ object refers to the manipulation of information
related to meteorological and climate hazards. Each object of climate disinformation gives rise to a
multitude of narratives. These correspond to examples of climate disinformation put forward by the
states responsible for spreading them. They take the form of the dissemination of false or misleading

information and illustrate the diverse ways in which climate information is manipulated.

Il. Climate disinformation as a tool of Russian and United States foreign policy

The dissemination channels, key narratives, and presumed objectives of Russian and United States
climate disinformation are part of a broader framework of information manipulation campaigns and
foreign interference. This disinformation involves a variety of actors: states rely on non-state actors
and proxies, such as stakeholders in the fossil fuel industry, the attention economy, and the domestic

political sphere.

A. Russia: covert and indirect climate disinformation, driven by economic and strategic
interests

According to the data collected, Russian climate disinformation in Europe is largely covert,
originating mainly from state-aligned or state-linked channels, such as ‘Portal Kombat’. The primary
focus of Russian climate disinformation is energy and climate policies. This narrative mainly targets
the Green Deal and EU climate regulations. More broadly, the European institutions, Germany, and

Ukraine are the most frequent targets of Russian climate disinformation.

An initial interpretation of this data suggests that Russia’s objectives may be economic in nature.
Maintaining the carbon intensive status quo ensures the continued flow of Russia’s oil and gas exports,
which are essential to the country’s stability and economic growth. Thus, by sowing doubt about the
reality or urgency of climate change, these campaigns appear to be seeking to slow down Europe’s
ecological and energy transition, by delaying the adoption of energy policies that could reduce
Europe’s dependence on fossil fuels (particularly those from Russia). Furthermore, Russian climate

disinformation is also part of a broader strategic objective known as the ‘chaos strategy’, which aims
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to destabilize European democratic regimes. The polarization of public and digital spaces could
contribute to deepening political and social divisions within European societies and to eroding public
trust in institutions and authorities. Finally, Russia’s strategic use of climate information against
Europe extends to other areas. This is particularly evident on the African continent, where Russia also

appears to be fuelling accusations of neocolonialism against Western countries.

B. The United States: covert and direct climate disinformation, for economic and
ideological purposes

According to the data collected, United States climate disinformation in Europe is mostly covert,
primarily disseminated through state-linked and state-aligned channels. However, a significant
portion is also overtly spread by official state channels (24%), such as the White House website. This
disinformation focuses primarily on energy and climate policies, targeting mainly the European Green
Deal and EU climate regulations. More broadly, European institutions, Ukraine, and the United

Kingdom are the most frequent targets of United States climate disinformation.

The cases identified through data collection suggest that, like in Russia, climate disinformation in
the United States is driven by economic interests. The current administration is thus seeking to
maintain, or even strengthen, global dependence on fossil fuels. This position is supported by the
private sector as well as by networks of think tanks, such as climate-sceptical groups. It is an extension
of strategies historically developed by companies in the fossil fuel sector, aimed at sowing doubt about
the existence or severity of climate change. Another hypothesis concerns the ideological dimension
of climate disinformation in the United States. In this regard, contemporary climate disinformation
in the United States is also seen as a tool serving conservative and reactionary ideologies embodied

by Donald Trump, which have also been embraced by conspiracy theorists.

C. Typology of climate disinformation from Russia and the United States: similarities
and differences

Analysis of the data reveals similarities between the approaches of Russia and the United States,
particularly regarding their objectives and primary targets: climate disinformation from these
countries is used as a means of undermining climate change and related mitigation policies. The
primary objective is economic in nature, aimed at maximizing the use of fossil fuels. However, their
strategies differ in form. Although Russia and the United States primarily disseminate disinformation
covertly, a notable difference emerges in the channels used: in the United States, overt disinformation
is relayed through official government channels, whereas in Russia, it is disseminated mainly through
state-controlled media. Furthermore, the Russian approach is part of a strategic strategy aimed at

saturating the information space with false information—‘white noise’-while United States climate
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disinformation is more of an ideological approach, characterized by more direct stances and the
suppression of data—which could be described as ‘black noise’. Finally, other countries, such as China,

engage in climate disinformation, primarily in the Pacific and Southeast Asia regions.

lll. Security repercussions of climate disinformation: strategic and operational

implications

Climate information manipulation has security implications, including at the national level and within
the military, which necessitates addressing climate disinformation at the regulatory and institutional

levels.

A. Strategic consequences: climate disinformation as a risk to military preparedness to
climate change

The strategic implications of climate disinformation for the armed forces are particularly evident in
the United States. While the United States military has been a pioneer in integrating climate change
into defence policy, the climate policy of the second Trump administration marks a turning point in
how climate security issues are addressed. Indeed, the undermining of efforts to combat climate
change—-the removal of all references to climate change from federal documents, the elimination of
climate databases, and cuts to climate-related funding—has direct consequences for the armed forces.
This policy undermines the military’s ability to prepare for and plan operations in terrain that is likely
to be altered by climate change. This is evident both at the strategic level-where there is a lack of
preparedness for emerging conflict dynamics—and at the operational level, where equipment is ill-

suited to new climatic conditions, thereby constituting a genuine strategic oversight.

Beyond the armed forces, the suppression of climate data also has global implications: the work of
American institutions, such as NASA and the National Oceanic and Atmospheric Administration
(NOAA), provides essential databases that feed into numerous models around the world and shape

discussions on global governance.

B. Operational consequences: direct and indirect repercussions of climate
disinformation on humanitarian aid and disaster relief operations

The operational consequences of climate disinformation for the military are particularly evident
when information is manipulated during weather hazards and natural disasters. Indeed, among the
approximately 100 instances of misleading content identified during the DANA event (2024) in Spain,

several cases of disinformation directly targeted civilian and military forces—claiming, for example,
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that the National Police and the Spanish Military Emergency Units had concealed victims—thereby
fuelling mistrust between emergency response teams, including the military, and the public. Indirectly,
climate disinformation also affects the armed forces by complicating the operating conditions for civil
security forces and the armed forces. Hurricane Helene in Florida in 2024 also illustrates the direct
and indirect impacts of disinformation, which also targeted civil security forces and the armed forces.
This case also highlights how disinformation in the context of a natural disaster can trigger new crises,

particularly by fuelling calls for violence against public authorities or emergency services.

Over the long term, it is also possible to identify certain impacts of climate disinformation on the
armed forces. Upstream, climate disinformation can reduce the effectiveness of policies designed to
prevent and prepare for such events. Downstream, climate disinformation can contribute to the long-

term erosion of trust between the public and emergency response teams, whether civilian or military.

C. Partial consideration of climate disinformation at the European and French levels

Foreign-origin climate disinformation is, overall, given little attention at the European and French
levels. However, broader measures to combat information manipulation do exist. At the European
level, the Digital Services Act (DSA), which took effect in February 2024, aims to increase transparency
among very large platforms (Google, TikTok, Shein, YouTube, etc.). It also seeks to hold them
accountable for information-related risks. Several awareness-raising initiatives also exist at the
European level, such as the recent Climate Facts Matter campaign. At the French level, VIGINUM is
the primary body responsible for combating foreign digital interference. This agency analyses the
digital information ecosystems of foreign actors seeking to disrupt the national public debate. The
French approach is complemented by a counter-narrative strategy, embodied by the X account
‘French Response’, which is tasked with responding to online disinformation in a humorous manner,
while adapting to the conventions of social media. Thus, although foreign-origin climate
disinformation remains marginal in these various contexts, it is incorporated as an additional vector

of destabilization. As for the implications for the armed forces, there are few mechanisms in France

in place to address the operational implications of climate disinformation.
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IV. Foresight scenarios and recommendations

Foresight scenarios

2032-New Caledonia
under pressure from
a multifaceted
disinformation
campaign

2037-Allegations of
undeclared large-
scale solar radiation
management
experiments from
the Guiana Space
Centre

2042—-An emergency
disaster relief
operation in Pas-de-
Calais in response to
extreme flooding,
confronted by a
disinformation
campaign

Conflict-triggering factors and the geopolitical

situation in the region

Temperature increase of +1.5°C in the region, rising
sea levels, coastal erosion, and the relocation of
homes.

A local drought has led to water restrictions. As
residents rush to the supermarkets, false reports
claim that the water is contaminated. Other claims
suggest that water distribution is reserved for non-
Kanaks, or that France is responsible for the
consequences of global warming in the Pacific.

Protests break out, and clashes with law
enforcement result in injuries. A curfew is imposed,
and TikTok is suspended by the High Commissioner
of the Republic in New Caledonia.

Global warming of +2.4 °C. Solar geoengineering and
stratospheric aerosol injections (SAl) play an
increasingly prominent role in discussions on climate
multilateralism.

Against the backdrop of its rivalry with China, the
United States sees this as an opportunity to maintain
its technological and strategic superiority.

Amid a moratorium on large-scale SAl testing, a
disinformation campaign targeting France claims
that, even as it advocates for the moratorium, the
country is conducting experiments at the Guiana
Space Centre.

Temperatures in France rose by 1.9°C. Severe
flooding has hit the Pas-de-Calais region, prompting
the deployment of the armed forces and civil
defence units.

An online disinformation campaign about the floods
worsens the situation: incorrect meeting points are
shared, false information urges residents to leave
their homes or disregard official guidelines.

Deepfakes are on the rise, targeting government
officials and fuelling the information crisis.
Coordinated attacks—such as fake calls and targeting
of official messaging channels—disrupt
communication channels.

France; impacts on the French armed forces
Activation of an interministerial crisis response team
and a counter-information interference unit.

Loss of confidence among the New Caledonian
population in the executive branch.

Polarization of society and mistrust of political and
military institutions.

The legitimacy of the French armed forces in New
Caledonia is called into question.

The credibility and legitimacy of the French presence
in the region are called into question.

Creation of an interministerial working group on
information threats in the overseas territories.

Major diplomatic crisis.

France's reputation has been tarnished on the
international stage, particularly regarding its climate
and science diplomacy.

Coordinated response from the Ministry of Foreign
Affairs and the Elysée Palace. Release of an official
statement denying the allegations.

Policy review to incorporate solar geoengineering
and climate modification techniques into the
National Strategy to Combat Information
Manipulation.

Convergence of an extreme weather event and an
information crisis.

Significant impediment to the ability of the armed
forces and civil security agencies to respond.

Erosion of the bond of trust between the public and
emergency services, and growing mistrust of
prefectural and government agencies in several
municipalities, fuelled by a constant stream of false
narratives.

A national controversy erupts over the French armed
forces' responsiveness and their ability to operate in
a deteriorating information and operational
environment.
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Recommendations

Include climate disinformation into the framework of the new ‘influence’ strategic function.

Anticipate the risks associated to information manipulation in the context of emergency
response operations within the country.

Strengthen cooperation and research on the links between climate disinformation and
foreign interference.

Ensure the continued availability of reliable sources of climate information.
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Appendix 1. Map: Climate disinformation attributed to Russia targeting Europe and European

Union institutions

Climate disinformation attributed to Russia targeting Europe and

European Union institutions
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